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1. Introduction

Lifecycle of an ENUM Registrar
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This document walks through the key points in the lifecycle of an ENUM registrar, including:

Service Application (inc. Accreditation)

Billing

Renewal (inc. Re-accreditation)

Withdrawal
Cancellation
Failure
Takeover
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2. Service Application

2.1 Pre-qualification

The applicant must be able to satisfy the requirements of accreditation, which the registry must publish.

The applicant cannot be an individual or a sole trader, they must be a registered company or organisation. However
there is no geographical restriction. UKEC may wish to consider the issue of EU data protection regulations at a later
date.

The registry will publish a contract for the applicant to read in advance.

2.2 Process

The application is made through our online services only. The applicant must supply:

e Account details:
o If the registrar is already a Nominet account holder then the details of their account; or
0 New information required to create a new account:
= Company/Organisation name
= Addresses
= VAT number
=  Contact numbers
=  Contacts
e Accreditation info as specified in the document ENUM Registrar Accreditation (see appendix 1):
o This information will be reviewed by a registry advisor.

0 The accreditation process includes the completion of online competency tests. These are completed in
parallel to the application process.

e Email addresses to add to compulsory mailing lists.
e Contract terms acceptance.

The registry in turn will find the following information from other sources:

e Financial information:
o Credit status report if available
0 Account history if current registrar

0 Registered company information filed with Companies House, or similar statutory registration body in the
UK.

If the applicant is successful then:

e Anaccount is created which gives the registrar access to the registry’s online services to see the account details,
financial information and associated facilities.

o  Welcome emails are sent to the nominated contacts with details of how to login to the new account.
e For existing accounts an ENUM Registrar service is added to the list of services they take from the registry.
e Aninitial tag is created by the registry.

o This is an identifier used to manage their various registrations. For example if one registrar has three
parts to their operation, each managed by different people, they can have three tags, one for each
part.

o Tags are pre-fixed by “44-“, and suffixed with something which is easily recognisable.

e An initial credit limit is assigned subject to satisfactory references. If references are unsatisfactory or
unavailable the registrar will be asked to deposit a sum of money against their credit account before making
any transactions using our registrar systems.

¢ Membership of mailing lists is added
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e  Access to the ENUM testbed service is added, which the registrar can configure through our online services.

2.3 Product

The ENUM Registrar service is an entirely new service, entirely independent from the registry’s Domain Name
Registrar service. Having one does not give you any automatic right to the other.

Price:  £350.
Period: ENUM registrar contract will be renewed annually.

3. Billing

3.1 Pre-qualification

The registrar must have some outstanding bills to pay. If not then they do not receive any notification.

3.2 Process

The registry initiates this. The registry will apply an integrated billing system for domains and ENUM based on the
current timetable.

An invoice is produced just after midnight of the 8" of each month. This invoice contains details of ENUM
registrations made during the preceding month and associated charges.

The invoice and schedule is sent via the selected method to the billing contact.

The terms for payment of the invoice are 30 days from date of invoice.

Payment can be via their online service, direct debit, cheque, credit card or bank transfer.

A monthly statement of account will be sent via post.

If payment is not received within the credit terms, reminder emails are sent to the billing contact.

If payment is not forthcoming the registry will follow its current debt collection process that may result in
suspension and termination of contract (see appendix 2)

3.3 Product

There is no charge for billing.

4, Renewal

Unless the ENUM registrar gives the registry notice as per the contract, the registry will assume the registrar wishes
to continue for another year.

The registry will carry out the accreditation process in place at the time and reappoint.

4.1 Pre-qualification

An ENUM registrar service must be in existence.

The registrar must not be in breach of any terms of the current contract (see appendix 2) and must meet the
accreditation requirements in place at the time.

Created: 6 June 2008 11:41, Last Revised: 17 Jun. 08 10:59 3 of 13\\Wds1\UserData\jamesk\My Documents\Nominet\projects\ENUM\internal docs\lifecycle of an ENUM registrar + c



Author: Jay Daley ©Nominet UK, 2004

4.2 Process

To prevent re-accreditation of too many registrars at once the registry will stagger re-accreditation up to 40 days
prior to renewal of contract. The registrar will be asked to notify the registry of any changes to the evidence to
support the last accreditation.

Upon acceptance, the registry will issue an invoice for the annual fee.
The registrar must pay the annual fee within 30 days of date of issue.

The registrar will appear in the list of ‘accredited ENUM registrars’.

4.3 Product

The cost of renewal is the same as for service application.

5. Withdrawal

5.1 Pre-qualification

This is if the registrar decides not to be an ENUM registrar anymore.

5.2 Process

The registrar must give the registry 30 days notice if they wish to withdraw from the contract.

By the notice period all debts must be paid and the registry then suspend the registrar’s service, withdrawing all
access to the registry’s online services, unless the registrar has other services from the registry in which case only
access to this service is withdrawn.

Any remaining registrations are now held by the registry in an operational but otherwise limbo state, which means
that the registrant cannot make any nameserver changes but the current nameservers remains in the zone file; hey
can move to a new registrar at any time and will be required to move to a new registrar before expiry or the
registration will be cancelled. The registry will deal with registrants directly to prevent this if necessary.

5.3 Product

There is no charge for withdrawal.

6. Cancellation

6.1 Pre-qualification

If the registrar breaches any of the conditions of the contract, the registry may suspend or terminate the contract by
giving notice in writing (see appendix 2).

6.2 Process

The registrar has been notified of a breach under section 8 of the draft registrar agreement (see appendix 2).
The registry would invoke an email/letter process of:

warning of breach

proposal to rectify (if appropriate)
breach not rectified to our satisfaction
30 days notice of termination
termination of contract
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Once the registrar contract has been cancelled the registry will take over management of the registrations as
described in section 5.2.

6.3 Product

There is no charge for a cancellation

7. Failure

7.1 Pre-qualification

If a registrar goes out of business or otherwise abruptly ceases trading and is unable to offer service to its
registrants.

7.2 Process
If the registry is notified that an ENUM registrar is:

e no longer trading
e isin administration or liquidation
e becomes insolvent

The registry would terminate the contract as described in section 6.2. Once the registrar contract has been cancelled
the registry will take over management of the registrations as described in section 5.2.

In the case of another accredited ENUM registrar proposing a takeover of the ENUM registrations the registry would
work with the previous registrar or administrators to facilitate the change.

8. Takeover

8.1 Pre-qualification

When one registrar buys another and wishes to change the way those companies deal with the registry. There is no
obligation on a registrar that buys another to follow this process, it is entirely optional.

8.2 Process

Either the buying or being bought registrar contacts the registry and the registry seek confirmation from the other

party.

The registry then merge the tags from the bought registrar onto the account of the buying registrar. This leaves the
buying registrar in overall control of the account but the management of the registrations remains with the
delegated managers of that tag. If the buying registrar wishes to change that then they can do so through the
online services without the registry’s involvement.

Once any outstanding debts are paid on the bought registrar’s account, this account is closed unless they have other
services from the registry that are not transferring, in which case only the service is cancelled.

Registrations are not affected at all by this process.

8.3 Product

There is no charge for a takeover.
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9. Appendices

1. Enum registrar accreditation
2. Draft registrar agreement
Appendix 1

ENUM Registrar Accreditation

10. Introduction

In order to become a registrar, organisations must be accredited. The registry will manage the accreditation process
based on a series of accreditation requirements agreed with UKEC.

It is anticipated that accreditation will take place at first application and anually on contract renewal. In addition a
registrar may be asked to provide details of compliance in the event that the registry receives a complaint about its
actions during the term of the contract.

11. The Accreditation process

During the application process to become a registrar the applicant will be asked to provide evidence of how each
requirement is met. This may be in the form of a URL to the page where this information is currently displayed or, if
publication is pending approval, full details of how the requirements will be met.

If the registrar does not meet the accreditation requirements its application will not proceed. In addition if the
regstrar subsequently fails to meet some or all of the requirements, accreditation may be revoked. This will
ultimately have the affect of terminating a registrar’s ‘accredited’ status. However, our contract with the registrar
requires us to act reasonably when deciding what to do, and to consider factors such as the registrar’s history, what
the problem is, and what would be a sensible response. Wherever possible our approach is to work with the registrar
to address the problem.

12. The Accreditation requirements

121 The Registrars contract with the Registrant

e Itisimportant that a registrant is well informed: that they understand the service levels they can expect and all
relevant charges.

Therefore, the registrar must:

0 Make the registrant aware of the charges associated with ENUM registration and renewal.

0 Give details of the related services provided, which are relevant to the customer, information on how to
invoke the service, any charges payable and how long the registrar will take to carry out the service, e.g.
transfer of the ENUM service.

0 Make the registrant aware of changes to these charges.
0 Detail the method, availability and cost of customer service provided.
0 Act quickly upon receiving a request from the registrant to take some action for them.

0 Provide telephone and email customer support. Telephone support must not use premium rate 09xx or
08xx numbers.
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e The registrant needs to understand the terms of their contract.
Therefore, the registrar must:

0 Make registrants aware of the current version of their Terms and Conditions before the Contract is made
and at renewal of the contract.

0 Clearly state how registrants will be made aware of changes to the terms.

e There should be clarity regarding resellers.
Therefore, the registrar should be aware that:

o If the registrar operates a reseller programme we consider the registrar to be responsible for the actions
of its resellers. If a reseller breaches the registrar Contract then we would take steps as if the registrar
has breached the Contract.

0 The Contract makes the actions of resellers the registrar’s responsibility so it becomes the registrar’s
responsibility to stop the reseller doing anything that would breach the registrar agreement or
accreditation requirements or to stop them being one of its resellers.

e Inthe event that a problem arises registrars must have an appropriate level of insurance cover.

Therefore, the registrar must provide evidence that the applicant has appropriate professional
indemnity insurance in place. This should be cover of at least £500,000.

12.2 The Registrar’s relationship with the registry

e Your customer needs to understand the relationship between the registrar and the registry. Therefore, the
registrar must not do, or allow someone else to do for it, anything that might reasonably mislead the public or
its customer about the registrar’s relationship with the registry.

e To ensure all registrars have a good understanding of the technology and business processes involved in
registrations a new registrar will be asked to complete a course to demonstrate a basic understanding of the
ENUM registration and maintenance process.

e All registrars are required to publish a code of practice outlining a complaint handling and dispute resolution
process in the event that a complaint is made.

e The registrar must provide details of any relevant litigation or regulatory enforcements e.g. details of any
OFCOM fines, any outstanding court judgments or details of any ongoing legal actions.

e The registrar must supply a copy of your Data Protection Act registration certificate and in addition must not do
anything which could put the registry in breach of the laws on data protection (in particular the Data Protection
Act 1998) and the protection of personal information, or allow the registry to be put in this position because of
the registrar’s inaction.
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Appendix 2

Nominet: Standard Terms and Conditions for ENUM Registrars
Introduction
This introduction section does not form part of the contract below, but is designed to help users.

There are various parts to this contract.

e These terms and conditions set out the central legal obligations.

e The Definition And Interpretation Terms set out some standard wording used here and in other Nominet
contracts.

e The Payment And Credit Terms which will be of particular use to your accounts staff.

e ENUM Registrar Accreditation Requirements.

The System Instructions and Acceptable Use Policy are not part of the contract, but set policies that you must
comply with. They will be of particular interest to your technical staff as they set limits on the use of the system and
give instructions on how to use it.

TERMS AND CONDITIONS
1. Interpretation
1.1. In these terms and conditions the following words and expressions shall have the following meanings:

Us, our, we
Nominet UK, a company limited by guarantee number 3203859 of Minerva House, Edmund Halley Road,
Oxford Science Park, Oxford OX4 4DQ;

You, your
The person, firm, organisation or company with whom we contract in their role as Registrar;

Chief Executive
our chief executive officer, or (in their absence) another senior member of staff they select as their deputy
for the purpose;

Contract
(i) these terms and conditions
(ii) The Payment And Credit Terms and
(iii) the ENUM Registrar Accreditation Requirements;

ENUM Registrar Accreditation Requirements
set out the conditions (including continuing obligations) which we require Registrars to satisfy prior to
becoming a Registrar, and to continue to act as a Registrar.

Intellectual Property Rights
trade marks, service marks, registered designs, utility models, patents, applications for any of the foregoing,
copyright, design rights, database rights, confidential information, trade and business names and any other
similar protected rights in any country whether existing or to be created and whether vested or contingent;

Registrant
the person who is recorded on the UK ENUM Register as being the one that the registration is 'for’, and for
these purposes also means applicants who have not yet been entered the UK ENUM Register;

Registrar
a person who is able to act as the agent for Registrants for the purposes of obtaining/ maintaining an entry
in the UK ENUM Register;
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Good Practice Terms
are the terms which bring in the requirements and obligations helpful to the process of raising industry
standards which are available from our website;

System Instructions
our instructions for Registrars on the proper use of our Systems, the way they work, the type, format,
quality, layout and structure of data that they accept or should have and related things such as the use of
any issued identifiers (for example, tags) and access controls, which we publish on our website from time
to time;

Systems
our automated registry systems for Registrars to make entries in the UK ENUM Register (but not including
any service or system for which we require users to enter into a separate contract);

Transaction, Transact
any communication between you and us (or a third party and us) entered into with the intention of
(i) providing information to us
(ii) obtaining some sort of response from us or
(iii) entering into a contract with us;

UK ENUM Register
the database of telephone numbers mapping to Internet domain names in the dedicated domain space
4.4.e164.arpa which is maintained and administered by Nominet on behalf of the UK ENUM Consortium;

2. Recognition and your promises

2.1. On the terms of this Contract, we recognise you as being a Registrar and therefore able to act as an agent
for Your Registrants. This Contract contains some limits on what you can do for Registrants.

2.2. We will require Registrants to Transact with us only via you and to receive notices only via you. The only
exceptions to this are if we are instructed to deal directly with a Registrant or to act upon a request from a
Registrant by a court of competent jurisdiction, or where this Contract is cancelled or terminated for any
reason.

2.3. Inrelation to Registrants we will recognise you as having authority to act for that Registrant if you are
recorded as being the Registrar in the UK ENUM Register.

2.4, In relation to clause 2.1 note that if you have more than one identifier with our Systems (for example,
more than one 'tag’), our System Instructions may require that you use a specific identifier for a specific task.

2.5 You promise that you have fully complied with the ENUM Registrar Accreditation Requirements, and will for
the duration of this Contract satisfy all the continuing obligations set out in the ENUM Registrar Accreditation
Requirements.
2.6. You promise us that in respect of every Transaction request you make:

2.6.1. you have the authority of the Registrant to make that request;

2.6.2. the request for the Transaction is not prohibited by clause 3.2; and

2.6.3. you have complied with the System Intstructions in relation to the Transaction.
2.7. If you break any of the promises in clause 2.6 and we or our staff (including contractors or agents) or
directors later suffer loss caused in whole or in part upon our reliance on those promises, you will pay us back for
those losses, including any damage to our reputation, and the reasonable costs of any investigation, litigation

or settlement. If you are only partly responsible, you would only have to pay your fair share.

3. Submitting Transactions
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3.1. You must comply with the System Instructions and Acceptable Use Policy in force at any particular time
(they will change over time as our systems develop and you must regularly check which are the most recent
versions and comply with them).

3.2 You must only submit a Transaction on behalf of a Registrant who can demonstrate that they are the
legitimate end user of the telephone number which is being registered for ENUM. A Validation Agency (VA) will
carry out this validation on behalf of the Registrant and then provide an appropriate authenication token which
will need to accompany your Transaction.

3.3. You should not request a Transaction if you know, or have reason to believe that any of the following apply
or probably apply:

3.3.1. some or all of the information provided by or through you to us is false, deceptive, misleading,
inaccurate or incomplete;

3.3.2. some or all of the Registrant identity information does not meet the requirements of the System
Instructions;

3.3.3. the Registrant you identify to us in the Transaction has not instructed or requested you to act on its
behalf or does not exist;

3.3.4. the System Instructions prohibit making that Transaction on behalf of the Registrant; or
3.3.5. you no longer have authority to Transact with us on behalf of the Registrant.

3.4. Unless clauses 2.3 (limits on your authority) or 3.3 (transactions you must not request) apply or the System
Instructions require otherwise: you must request the relevant Transaction (as set out in the System
Instructions) promptly if:

3.4.1. you are informed by or on behalf of a Registrant of a change in their name or contact information,
whether or not they request you to update the Register;

3.4.2. you are aware that there is duplicate information on the Register in relation to a Registrant that can
be improved; or

3.4.3. we inform you that the Transaction is required (for example, we tell you that the registrant
information you provided is formatted wrongly and ask for it to be corrected).

4. Recording information and data protection

4.1. You will not do anything which could put us in breach of the laws on data protection (in particular the Data
Protection Act 1998) and the protection of personal information, or allow us to be put in this position because
of your inaction.

4.2. We will hold records of your identity, and any Contacts relevant to the service being provided. You will
ensure that every Contact consents to us holding the information and using it as needed (or reasonably helpful)
in carrying out this Contract. It is your duty to keep us Notified of your Contacts and your current name and
contact details at all times.

4.3.If you are issued with or have an identifier that is supposed to be secret for use with us or our systems you
must keep it secret and safe because we shall be allowed to assume that any action done or requested using
that identifier or a product of it was done or requested by you or by someone authorised to act for you and we
shall have, and be entitled to enforce, procedures as part of the System Instructions for dealing with lost,
revoked or compromised identifiers.

5. 'Resellers’ and dealing with Registrants indirectly

5.1. You are not prohibited from dealing with Registrants indirectly (for example, through ‘resellers’) but:
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5.1.1. you may not transfer, subcontract or delegate any of your rights or obligations under this Contract;

5.1.2. as between you and us, you are responsible for Registrants and the information, service, marketing
and advice they are given, whether or not you actually deal with them directly (in other words, "the buck
stops with you') ; and

5.1.3. we are not required to deal with, or give any special status to, any of your resellers.
5.2. It is your responsibility to ensure that information given to your resellers which is relevant to the UK ENUM
Register entry filters back to you and that the UK ENUM Register is updated accordingly if appropriate. Any
obligation in this Contract stated to happen when you become aware of a change in a Registrant’s information

or situation applies to a situation where your reseller has become aware of this information.

5.3. On request you will confirm to us whether a person or organisation is your reseller and provide us with full
contact details for them.

6. Payment

6.1. The annual fee for becoming a Registrar, making an entry in the UK ENUM Register and for other services,
such as amending any such entries, together with credit and payment terms, is set out in the fees schedule on
our website.

6.2. The Payment And Credit Terms are incorporated in this Contract as if set out in full (they are available on
our website).

7. Acceptable Use and Enforcement
7.1. We may require you to confirm to us (and provide reasonable evidence) how, and whether, you comply
with the requirements of this Contract (including the ENUM Registrars Accreditation Requirements) and the
requirements of our use policies (including the System Instructions and Acceptable Use Policy) within a
reasonable timescale set by us.

8. Starting and ending the Contract
8.1. This Contract begins on the date that we notify you that we have accepted your application to become a
Registrar and, subject to annual reappointment on the basis of a further term of twelve months, will terminate

on the first anniversary of such appointment.

8.2. Either party may terminate the Contract for any reason by notifying the other party not less than 30 days
in advance.

8.3. Either party may terminate or suspend this Contract by notifying the other if the other:
8.3.1. breaks any term of the Contract and (if it is possible to put right) does not put it right, and explain in
writing the steps that have been taken to put it right, within 14 days after the other notifying them that
they should do so;

8.3.2. has been notified of three or more breaches before under 8.3.1 (whether or not they were put right)
and is then notified of a further breaking of the terms (whether or not it can be put right); or

8.3.3. stops (or threatens to stop) trading or enters any process (such as administration or liquidation)
which may lead to that party not existing any more (except for the purpose of a genuine scheme of
solvent amalgamation or reconstruction) or being bankrupt or insolvent.

8.4.If a party stops existing the duty to notify under clause 8.3 shall not apply.

8.5. Any termination, suspension or ending of the contract will not affect

8.5.1. any rights of action that either party has built up,
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8.5.2. the coming into force or continuation in force of any provision of this Contract which is expressly, or
by implication, intended to come into or continue in force on or after the Contract ends (including, in
particular, clauses TBC; or

9. Exclusions of Liability

9.1. Nothing in this Contract shall be taken to attempt to exclude or limit liability for death or personal injury
caused by negligence, or for fraudulent misrepresentation.

9.2. Subject to clause 9.1;
9.2.1. all representations, and all warranties, whether express or implied by statute, law or otherwise,
relating to the operation of our Systems and the data in them are excluded to the maximum extent
permissible by law; and
9.2.2. we will not have any liability whatsoever to you or any Registrant to whom you relay results as a
result of any failure or inaccuracy, delay or error in the operation of our Systems or the information from

them.

9.3. Subject to clause 9.1, we will not be liable (on any legal basis, including the principles of law called "tort’)
for any loss to you arising out of this Contract or your use of our Systems which could be described as;

9.3.1. loss of revenue;
9.3.2. loss of profits;
9.3.3. loss of goodwill;
9.3.4. loss of data;
9.3.5. indirect losses; or
9.3.6. consequential loss suffered by you.
10. Intellectual Property and Relationship of the Parties

10.1. Nothing in this Contract, or the actions we or you take because of it creates any sort of partnership, joint
venture or other association between us. Neither party shall have any authority to bind the other in any way.

10.2. The UK ENUM Register, and the data contained within it, belongs to UK ENUM Consortium (UKEC). As
exclusive licencee of UKEC we have the ability to modify and update such data at any time and to enforce any
Intellectual Property Rights of UKEC.

10.3. As a confirmatory assignment you assign to us as exclusive licencee of UKEC any Intellectual Property
Rights you have in the UK ENUM Register.

10.4. You must not use any of UKEC’s Intellectual Property Rights or information they protect without our
written permission. We do provide various materials which may help you in marketing or explaining the ENUM
system, and information about those services is on our website.

11. General
11.1. If you or we cannot do what we must do under this contract for reasons totally out of our control (like
wars, terrorism, natural disasters or major accidents) then the person involved is excused from having to do
anything that it is unable to do until the cause is fixed (even if they should have had procedures in place to

minimise disruption and did not).

11.2. We may make reasonable changes to the terms of the Contract from time to time. We will notify you of
any such changes at least 30 days before they are due to take effect.

11.3. This Contract is the entire contract between you and us in relation to the topics that it covers and replaces
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all earlier agreements, arrangements and understandings between you and us. However, nothing in this
Contract changes or ends any contract in relation to any other serivce provided by us to you.

11.4. Nothing in this Contract is intended to grant rights to anyone other than you and us whether under the
Contracts (Rights of Third Parties) Act 1999 or otherwise. This does not stop third parties (for example,
Registrants) from asking us to enforce this Contract, but it means that they cannot do it themselves.

11.5. The Contract shall be governed by English law and the parties submit to the exclusive jurisdiction of the
English Courts, save in matters of enforcement of the judgment of an English Court, where the parties submit
to the non-exclusive jurisdiction of the English Court.

11.6. If any clause of this Contract is held to be invalid or unenforceable in whole or in part, the invalid or
unenforceable wording shall be treated as if it did not exist.
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